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BUILDING A FUTURE DIGITAL AUDIT WORKFORCE
Equipping artificial intelligence (AI) agents with computer-
aided audit tools (CAATs)

Embedding autonomous artificial intelligence systems is no longer a distant prospect 
for auditing. Frameworks like the Model Context Protocol (MCP) and autonomous 
AI agent applications like OpenClaw provide the foundation for building an agentic 
audit workforce, which can extend the capabilities of human audit teams while pre-
serving the independence, transparency, and scepticism that define oversight. *

1. INTRODUCTION
The auditing profession stands at a pivotal moment in its 
technological evolution. For decades, auditors have progres-
sively integrated digital and software tools to gather evi-
dence and perform analytical procedures. Today’s advances 
in artificial intelligence mark the emergence of agentic AI, 
which refers to systems capable of reasoning, using tools and 
executing multi-step tasks autonomously. Recently, Open-
Claw [1], an open-source agentic AI system, demonstrated 
how such technology can act on defined goals rather than 
merely respond to queries, thereby illustrating the shift from 
passive assistants to proactive digital collaborators. Open-
Claw connects to everyday applications and executes multi-
step tasks by dynamically selecting and combining available 
tools. While not designed for auditing, the underlying archi-
tecture closely mirrors the capabilities that an agentic audit 
system would require.

Against this backdrop, the developments in AI augmented 
auditing have increasingly shifted attention towards so-
called agentic systems. Unlike earlier AI audit assistants, 
which typically support isolated tasks such as text analysis 
or data extraction, AI agents exhibit the capability to exe-
cute complex, multistep audit procedures [2]. In the context 
of financial audits, an AI agent could systematically review 
an entity’s policies and procedures to identify key control ob-
jectives, query the IT-system for journal entries that violate 
controls, and prepare a draft audit report that summarises 
the exceptions noted and their impact on the control environ-

ment [3]. This development represents a significant leap for-
ward from contemporary AI-enabled audit assistants often 
established by tailoring or adapting large language mod-
els [4] like GPT-4 [5], Llama [6] or Mistral [7].

In practical terms, agentic AI systems exhibit “agency”, i. e. 
the capacity of operating autonomously, making independ-
ent decisions to achieve predefined objectives without con-
stant human intervention [8]. As a result, AI agents can au-
tonomously achieve audit-related goals over an extended pe-
riod through planning, memory and tools [9] as illustrated 
in Figure 1:
	pPlanning: AI agents break down large tasks into smaller, 

more manageable subgoals. They engage in self-criticism and 
reflect on past actions, learn from mistakes and refine future 
steps, thereby improving the quality of outputs [10].
	pMemory: AI agents use short-term memory techniques to 

adapt to new information during interactions [11]. They also 
have long-term memory capabilities that enable them to re-
tain and recall extensive information over time [12].
	pTools: AI agents learn to call external applications for real-

time data, code execution and access to proprietary infor-
mation sources. This tool use enables agents to extend be-
yond text generation and chatbot capabilities, accessing real-
world data and systems [13].

Given these characteristics, AI agents excel in handling chal-
lenging, realistic tasks that often lack a single correct solu-
tion, offering real-world audit utility [14].
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Over the years, auditors have developed a broad range of 
technology-enabled tools, commonly used in the context of 
computer-aided audit tools (CAATs) [15]. While such special-
ised CAATs have significantly improved audit coverage and 
testing efficiency, they are typically executed manually by 
auditors and remain tightly coupled to specific tasks.

In this article, we explore how CAATs can be designed, doc-
umented and exposed in a way that makes them accessible to 
AI agents. This approach aligns with broader developments 
in the field, where automation is increasingly used to sup-
port more streamlined analytical workflows [16]. Building on 
the Model Context Protocol (MCP) [17], we outline how tra-
ditional CAATs may be adapted into reusable, agent-ready 
audit tools and discuss how such approaches could contrib-
ute to the gradual development of a digital audit workforce. 
The article illustrates these considerations through selected 
business cases that indicate where such transformations may 
already be feasible in practice.

Consider an auditor instructing an AI agent to “identify 
journal entries that violate key controls.” The agent would 
activate predefined audit tools – analogous to traditional 
CAATs – such as routines that translate policies into control 
rules, modules that extract journal-entry populations and 
scripts that test entries against approval, threshold or seg-
regation-of-duties requirements. By orchestrating external 
audit tools, the agent performs the procedures end to end (see 
Figure 2). The auditor then evaluates these results, while much 
of the technical and analytical work is executed through the 
AI agent-operated audit tools.

2. FROM CAATS TO AI AGENTS
Computer-aided audit tools and techniques have signifi-
cantly broadened the digital capabilities available to auditors. 
In general, the term CAAT denotes the practice of using com-
puters to facilitate data analysis-related audit processes. De-
veloped to address the limitations of traditional audit meth-
ods, CAATs allow auditors to build conclusions based on the 
examination of all available (or a large sample of) data, rather 
than upon a limited sample of a population.

Established in practice since around the 1960s, CAATs en-
compass a wide range of techniques, including rule-based 
queries for identifying control deviations, statistical sam-
pling and estimation procedures, anomaly-detection ana-
lytics, process-mining methods, robotic process automation 
and visual analytics [18]. Commercial platforms such as ACL 
and IDEA have facilitated the adoption of these techniques 
and enabled full-population testing in many audit areas. 

Despite their effectiveness, CAATs continue to rely on au-
ditors to select, parameterise and execute each routine and to 
integrate the resulting outputs into their broader assessment. 
As the volume and heterogeneity of audit-relevant data con-
tinues to increase, the reliance on a manual application con-
strains the extent to which CAATs can support comprehen-
sive analytical work.

Emerging advances in agentic AI suggest a further devel-
opment in this trajectory through the introduction of agen-
tic tools: audit procedures described in a structured format 
that enables intelligent systems to apply, sequence and doc-
ument them under auditor supervision. Agentic tools build 

Figure 1: OVERVIEW OF AN AI AUDIT AGENT INTEGRATING TOOLS, MEMORY  
AND REASONING CAPABILITIES
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on the methodological foundations of CAATs, but express 
their functionality in a machine-interpretable form. This al-
lows an AI agent to draw on an approved set of routines, such 
as control-rule mappings, journal-entry extraction modules 
or segregation-of-duties checks, and combine them as re-
quired to address the auditor’s stated objective. The auditor 
retains responsibility for defining the task, setting the scope 
and evaluating the results, while the execution of procedural 
steps is carried out by the agent through the available tools.

The progression from CAATs to agent-operable tools es-
tablishes a conceptual basis for developing an agentic AI-
enabled audit workforce. It extends established audit tech-
niques in a controlled and transparent manner and provides 
a structured pathway for integrating intelligent systems into 
audit workflows.

3. BUILDING THE AI WORKFORCE
The progression from CAATs to agent-operable audit tools 
outlines what intelligent systems could do in an audit con-
text. The remaining question is how these capabilities can 
be organised into a digital workforce that is reliable, control-
lable and reusable across engagements. This requires more 
than individual prototypes or isolated integrations. Audit 
teams need a structured environment in which AI systems 

can discover, invoke and combine approved tools under audi-
tor supervision. The in 2025 introduced Model Context Pro-
tocol (MCP) provides such an environment [19], alongside sim-
ilar alternative frameworks [20]. Although the frameworks 
differ in scope and design philosophy, they share a common 
principle: decoupling the AI model from the tools available 
to it, thereby enabling modular, governed access to exter-
nal capabilities. In the following discussion, the MCP serves 
as a primary reference as an openly standardised communi-
cation protocol, whose explicit tool registration aligns well 
with audit requirements for transparency and traceability.

3.1 Establishing AI access to audit tools and techniques. 
From an audit perspective, frameworks like the MCP can be 
viewed as a structured approach to organising how AI sys-
tems access and use digital audit tools. Instead of establish-
ing separate connections for each data source, analytical rou-
tine or CAAT, MCP provides a common framework through 
which approved tools can be made available to an AI system in 
a consistent and well-governed manner (see Figure 2).

This architecture enables flexible deployment, as a single 
agent can access multiple tools to complete complex audit 
tasks. Regardless of whether an audit team deploys one agent 
for substantive testing and another for compliance checks, or 

Figure 2: SCHEMATIC OVERVIEW OF AN AGENTIC AUDIT ARCHITECTURE DEMONSTRATING HOW 
AN AI AGENT ACCESSES DIVERSE AUDIT RESOURCES THROUGH A UNIFIED PROTOCOL
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uses the same tools across multiple engagements, the tools 
remain reusable.

Within this framework, audit teams define which tools 
exist, the types of operations they perform and the condi-
tions under which they may be used. These tools can reflect 
established elements of audit practice, for example: routines 
that extract and filter journal entries, procedures that eval-
uate control rules, access to policy or contract repositories, or 
scripts that re-perform calculations. MCP does not modify 
these tools; rather, it specifies a uniform way for an AI agent 
to discover them, request their execution, receive the result-
ing outputs and forward them to the auditor as illustrated 
in Figure 2.

A wide range of audit systems can be expressed as tools 
within the framework. The suite of frequently employed 
CAATs encompasses:
	p data extraction and transformation tools, to import, filter and 

prepare audit-relevant data, e. g. database connectors for ERP 
systems, Excel/CSV importers, PDF parsers, OCR engines 
for scanned documents and ETL pipelines for data consoli-
dation [21].
	pvisualisation tools, to facilitate data exploration and pattern 

recognition, e. g. journal entry dashboards [22], visual text 
analysis [23] and interactive continuous visualisations [24].
	p process mining tools, to analyse process conformity and dis-

cover deviations, e. g. process flow extractors from transac-
tion logs, control violation detectors and sub-process dis-
covery algorithms [25].
	p anomaly detection tools, to identify unusual patterns and 

internal inconsistencies, e. g. cluster analysis [26], extreme 
value detection [27] or financial ratio analysis [28].

This approach has implications for how digital audit work 
is coordinated. Instead of manually selecting and executing 
individual CAATs, auditors may formulate an analytical ob-
jective, and AI agents can identify and combine the relevant 
tools that have been made available (see Figure 3). 

Looking ahead, recent developments indicate the potential 
for enhanced agent customisation through modular “skills” 
that can be, for example, integrated within Anthropic’s 
framework [29]. This advancement further augments agentic 
capabilities by enabling models to access specialised exper-
tise more efficiently, suggesting that the scope and sophis-
tication of audit agent applications will continue to expand.

3.2 A gradual integration into audit processes and pro-
cedures. Once the auditor defines which tools the AI agent 
may access, the subsequent consideration is how these capa-
bilities should be introduced into practice. Integrating agen-
tic AI into audit workflows is typically incremental. Teams 
extend system access in stages, observe how individual tools 
are applied and refine governance arrangements as needed. 
This approach allows audit functions to expand digital sup-
port while maintaining clarity over system boundaries and 
supervisory processes.

An initial step may involve granting access to a single, well-
defined tool, such as a document repository or a basic re-
trieval routine. In this configuration, the AI agent can locate 

and summarise relevant information, enabling audit teams 
to evaluate the quality and consistency of outputs under con-
trolled conditions.

As experience is gained, additional tools – such as routines 
for extracting structured data or procedures that apply con-
trol rules – can be introduced. With multiple tools available, 
the AI agent can begin to combine them – for example by ex-
tracting figures from a document and comparing them with 
entries in a financial table. This supports more integrated 
analytical tasks while preserving a clear scope of operation.

Finally, broader toolchains may be enabled. Here, the AI 
agent can apply several tools in sequence, such as analysing 
transactions across units, applying validation rules, generat-
ing intermediate observations and preparing a consolidated 
summary for auditor review (see Figure 3). Thereby, each tool 
invocation can be logged, providing transparency into how 
the AI agent derived its outputs.

3.3 Examples of agentic AI-enabled audit processes. As 
audit teams expand the set of tools available to AI agents, the 
agents can begin to combine these capabilities into coherent 
workflows. The following examples illustrate how such tool-
chains may operate in practice.

3.3.1 Preparatory review. An AI agent could support the plan-
ning phase by synthesising existing information before field-
work begins. Using a chain of document-retrieval, summari-
sation and cross-referencing tools, the system can assemble 
an initial briefing linking prior findings to current financial 
information. The auditor receives a structured overview that 
helps focus early risk discussions.

3.3.2 Substantive analytical procedures. An AI agent could sup-
port the execution of substantive analytical procedures by 
combining extraction, detection and assessment tools in se-
quence (see Figure 3). Using a journal-entry extraction tool, 
the agent retrieves the relevant transaction population from 
the entity’s financial system. Finally, a risk-assessment tool 
prioritises the flagged anomalies based on materiality and 
risk indicators, producing a ranked set of entries for further 
investigation. The auditor can then concentrate on evaluat-
ing and corroborating the high-risk items rather than per-
forming the underlying extraction and screening steps.

3.3.3 Drafting audit reports. Agents may also assist in preparing 
preliminary audit communications based on existing find-
ings (see Figure 3). Such workflows might rely on findings-
aggregation, summarisation and translation or style-
guidance tools to generate initial drafts. Auditors begin with 
a structured document that they can refine, ensuring accu-
racy and appropriate framing.

Within the Swiss Federal Audit Office (SFAO), early ex-
periments point toward similar possibilities. These visions 
are not science fiction; they are logical extensions of capa-
bilities already being tested. But realising them demands 
careful governance, secure implementation, robust train-
ing and a culture that sees AI as a complement rather than 
a competitor.
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4. CHALLENGES
The transition from traditional CAATs to agentic AI audit-
ing raises important considerations for how AI agents are 
granted access to, and make use of, these capabilities. AI 
agents can increasingly combine retrieval, validation, ex-
traction and analytical tools to support audit tasks. Allow-
ing such AI agents to autonomously operate tools introduces 
new forms of technical and organisational reliance. Under-
standing the associated risks, limitations and challenges re-
mains essential.

4.1 Data quality. AI agents depend on the information made 
available to them, and incomplete records, inconsistent cod-
ing or incompatible formats can limit the reliability of out-
puts. Many public-sector systems were not designed for au-
tomated analysis, making data preparation and standardisa-
tion important prerequisites for deploying agentic tools [30].

4.2 Adoption. Auditors may be unfamiliar with the delega-
tion of selected tasks to AI systems, and effective use requires 
clarity regarding system capabilities, limitations and poten-
tial failure modes. Training, pilot projects and transparent 
documentation can help support informed adoption and in-
tegration into existing practice [31].

4.3 Governance. Agentic AI requires clearly defined bound-
aries regarding tool access, autonomy and accountability. 

Agents should operate under least-privilege principles and 
within explicitly approved toolsets. Comprehensive logging 
and independent review of agent activity are essential to en-
sure traceability and detect unintended actions. Although 
frameworks such as MCP enhance transparency, organisa-
tions must define clear policies that preserve the auditor’s re-
sponsibility for professional judgment. Agent outputs may 
inform decisions, but they cannot substitute them [32].

4.4 Resources. Deploying and maintaining agentic AI in-
volves technical infrastructure, specialised expertise and 
ongoing operational investment. Institutions need to assess 
these demands relative to available capacity and long-term 
sustainability [33].

4.5 Bias. AI systems may reflect biases inherent in train-
ing data or design choices. Because impartiality is essential 
in auditing, outputs must remain explainable and subject 
to regular review. Structured logs can support such assess-
ments, but continued monitoring and refinement remain 
necessary [34].

These challenges do not argue against the use of agentic 
AI; rather, they highlight the need for its careful and delib-
erate implementation. A successful deployment depends less 
on adopting advanced technology than on integrating it in 
ways that are consistent with institutional objectives, gov-
ernance structures and operational conditions. As illustrated 

Figure 3: CONCEPTUAL END-TO-END AGENTIC AUDIT WORKFLOW: THE AI AGENT DECOMPOSES 
THE AUDITOR’S PROMPT, ORCHESTRATES THE SPECIALISED TOOLS, AND RETURNS 
STRUCTURED RESULTS FOR PROFESSIONAL JUDGMENT. THE SAME AGENT CAN ACCESS 
DIFFERENT TOOLS DEPENDING ON THE GIVEN TASK
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in Figure 4, the dimensions identified are not exhaustive. As 
agentic AI matures and its application in auditing broad-
ens, additional considerations are likely to emerge. An adap-
tive approach that evolves alongside technological capabili-
ties, regulatory expectations and institutional experience is 
therefore essential.

5. FROM PILOTS TO PRACTICE
The integration of agentic AI into audit workflows is still in 
its early stages, but its trajectory suggests a transformation in 
how audits will be conducted in the near future [35]. Leading 
audit firms have forged strategic partnerships to establish 
competitive positioning in the emerging market for agen-
tic AI audit solutions [36]. Concurrently, innovative startups 
have introduced agentic AI audit platforms [37] designed to 
enhance audit procedures [38] and complex accounting func-
tions [39]. The rapid adoption of open-source agentic frame-
works such as OpenClaw  – which gathered over 100,000 
GitHub stars within days of its release – underscores the pace 
at which agent-tool architectures are maturing and entering 
mainstream use [40]. It reflects a broad recognition that the 
paradigm of AI systems that act rather than merely respond 
has moved from research concept to practical reality.

As agentic AI moves from pilot applications towards 
broader use, it remains important to consider its integration 
beyond technical capability and in light of the foundational 
principles of the International Standards on Auditing (ISA). 
The profession may therefore reflect on how these develop-
ments align with its established standards and responsibili-
ties. For example, three areas appear particularly worthy of 
consideration.

5.1 How is the auditor’s professional responsibility pre-
served? ISA 200 requires the exercise of professional judg-
ment and professional scepticism. Even if AI agents plan pro-
cedures and execute toolchains, the evaluation of results and 
the conclusions drawn from them remain the responsibility 
of the auditor.

5.2 How is sufficient appropriate audit evidence ob-
tained and demonstrated? ISA 500 requires evidence that 
is both reliable and relevant. In an agentic environment, this 
increases the importance of transparent data sources, vali-
dated tool logic and a clear record of how outputs were gen-
erated.

5.3 How are quality management, supervision and doc-
umentation ensured? ISA 220 and ISA 230 anchor audit 
quality in direction, review and documentation. The inte-
gration of agentic systems therefore requires defined per-
missions, controlled autonomy and audit trails that enable 
an experienced auditor to understand what was performed 
and on what basis.

The contours of this debate are already visible in the most 
recent revisions to the ISA standards, which introduce ex-
plicit references to “automated tools and techniques”. Al-
though these provisions were not drafted specifically with 
agentic AI in mind, they reflect an awareness that audit 
methodologies are becoming increasingly technology ena-
bled. The ongoing debate about agentic systems can therefore 
be seen as a natural continuation of this evolution.

In the meantime, the audit profession is already exploring 
these new possibilities and its related questions. Various AI 

Figure 4: CRITICAL FACTORS FOR DEPLOYING AGENTIC AI SAFELY IN AN AUDITING CONTEXT
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technologies are being adopted in large firms – ranging from 
simpler machine learning tools to more nuanced ones like 
deep learning neural networks [41]. While comprehensive, 
public case studies remain limited, there are early signals 
from major firms indicating interest in agentic approaches to 
audit automation, particularly in areas like document analy-
sis and risk assessment [42]. What these efforts share is a rec-
ognition that the future of auditing does not lie in isolated 
AI applications, but in integrated ecosystems where agents, 
data and auditors work in concert.

Over the medium term, standardised approaches to agen-
tic audit tools could enable cross-institutional collaboration. 
If institutions adopt common frameworks for defining audit 
procedures as agent-accessible tools, they gain the ability to 
share capabilities and best practices more easily. An auto-
mated control testing routine developed by one audit team 
could be adapted by another for different contexts, without 
requiring deep technical expertise. 

For public auditors, these industry trends offer both in-
spiration and caution. Large firms operate in competitive 
markets where early adoption can yield strategic advantages. 
Public institutions, by contrast, must prioritise transparency, 
accountability and long-term sustainability. Open, stand-
ardised approaches to agent-enabled audit tools are particu-
larly well suited to this context: they allow public bodies to 
learn from industry innovations while maintaining inde-
pendence and control over their analytical capabilities.

6. OUTLOOK
Looking ahead, agentic AI appears less as a short-term experi
ment and more as a significant development in audit technol-
ogy. Its potential lies in supporting efficiency gains across 
selected audit workflows while preserving the principles of 
independence, transparency and professional judgment. The 
trajectory outlined in this article – from established CAATs 
to agent-operable tools, from isolated routines to orches-

trated toolchains – represents a potentially fundamental 
shift in how audit work is conducted. Yet by building on es-
tablished methodologies and introducing capabilities in de-
fined stages, audit institutions can navigate this transition 
in a controlled and deliberate manner.

Realising this potential demands sustained institutional 
effort. The challenges identified are not arguments against 
agentic AI, but preconditions for its responsible deployment. 
AI frameworks such as MCP can support this transition by 
offering standardised and transparent interfaces between 
AI agents and audit tools, helping institutions retain con-
trol and oversight while exploring new forms of analytical 
support.

For public auditors such as the Swiss Federal Audit Office 
(SFAO), this development carries a dual mandate. On the one 
hand, agentic AI offers the opportunity to enhance the effi-
ciency and depth of audit work. On the other hand, as a su-
preme audit institution that increasingly audits the use of 
AI across the federal administration, the SFAO must also 
develop a thorough understanding of the technology’s ca-
pabilities, limitations and risks. Engaging with agentic AI 
in its own workflows is therefore not only a matter of opera-
tional improvement, but also a prerequisite for credible and 
informed oversight of AI systems deployed by the entities it 
audits.

The auditing profession has continuously evolved by inte-
grating new technolgies into established practices. Agentic 
AI represents the next step in that journey. Recent develop-
ments, such as OpenClaw, demonstrate that AI systems can 
autonomously discover, select, and combine tools to achieve 
defined objectives. This offers a practical glimpse into how 
future audit teams may operate within increasingly com-
plex data environments. With human expertise firmly at 
the center, these technologies can help to deliver greater as-
surance, improve efficiency, and navigate the growing com-
plexity of modern auditing with confidence.� n
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