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A NOVEL DIGITAL AUDIT WORKFORCE
Embedding Agentic Artificial Intelligence 
in Internal Auditing

Agentic artificial intelligence (AI) enables auditors to partner with autonomous AI 
systems that perceive, reason, act, and learn independently. These systems promise 
to expand audit coverage, streamline evidence collection, and generate insights 
throughout the audit lifecycle. This article outlines agentic AI’s foundations and illus-
trates its practical benefits.

1. INTRODUCTION
In recent years, the world has marvelled at the capabilities of 
generative artificial intelligence (AI), and of large language 
models (LLMs), often referred to as foundation models [1]. 
These models can perform diverse tasks such as translation, 
summarisation, and coding based on textual prompts [2]. 
The next phase of AI promises an even greater transforma-
tion [3]. The evolution is shifting from AI-enabled tools to AI-
enabled agents that leverage foundation models to execute 
complex, multistep workflows, representing a significant 
leap forward from traditional LLMs [4]. While language mod-
els act as copilots, generating valuable content upon request [5], 
AI agents serve as autopilots, autonomously executing com-
plex tasks to achieve defined goals [6]. With minimal human 
oversight, they can independently perform tasks, devise ac-
tionable plans, and interact with external tools such as search 
engines, spreadsheets, and proprietary applications [7].

Integrating AI agents into various sectors marks the next 
step in a rapidly advancing technological landscape [8]. Note-
worthy advancements include Google’s initiative in 2022 to 
create a generalist AI agent (named GATO) for performing a 
wide range of tasks across different domains that included 
playing games, captioning images, and controlling ro-
bots [9]. In 2023, Auto-GPT was released as an open-source AI 
agent that, given a goal in natural language, will attempt to 
achieve it using the internet and other tools in an automatic 
loop [10]. In 2024, Anthropic introduced Computer Use [11], a 
system-level AI capable of navigating software interfaces 

autonomously, and Cognition.AI launched Devin [12], the 
first AI software engineer. The emergence of AI agent stand-
ards like Anthropic’s Model Context Protocol [13], announced 
at the end of 2024, enhances this evolution by providing a 
universal interface enabling AI agents to access and interact 
with diverse enterprise systems and data sources. In January 
2025, OpenAI released Operator [14], an AI agent designed to 
execute user tasks. ManusAI recently unveiled Manus [15], an 
autonomous AI agent capable of performing complex real-
world tasks without direct human guidance. 

According to Gartner, autonomous agents are expected 
to impact various industries [16], including auditing. When 
testing internal controls in the procure-to-pay process, for 
example, AI agents can autonomously verify approvals, 
match purchase orders with invoices and receipts, detect 
anomalies, and ensure policy compliance [17]. They interact 
with human auditors in natural language throughout the 
process, thereby improving the auditors’ efficiency [18]. Inte-
grating AI agents promises to transform the internal audit-
ing lifecycle. This article offers an initial perspective on em-
bedding AI agents into internal auditing.

2. ARTIFICIAL INTELLIGENCE AGENTS 
An agent denotes a physical or a virtual entity that can act, 
perceive its environment, and communicate with others [19]. 
In the context of AI agents, agency refers to the capacity of 
an artificial system to operate autonomously, making inde-
pendent decisions to achieve predefined objectives without 
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constant human intervention. This encompasses the sys-
tem’s ability to perceive its environment. Perception is typ-
ically facilitated through sensors, while interactions with 
the environment are mediated via actuators [20]. For exam-
ple, humans perceive through their eyes and ears and act via 
their hands and legs. Similarly, an agent processes inputs like 
keystrokes or network packets and responds through out-
puts such as displays.

An agent’s behaviour is directed by an agent function, an 
abstract mathematical formulation that effectively serves as 
the agent’s “brain”. This function is typically implemented 
via an agent program operating within a physical system. 
In agentic AI, traditional agent functions are increasingly 
being replaced by sophisticated models, such as deep neural 
network-based LLMs [21]. Figure 1 illustrates the difference be-
tween conventional software-governed agents and modern 
LLM-governed agents. This shift enhances agents’ capabili-
ties, enabling them to perform complex tasks autonomously 
and make informed decisions.

Artificially intelligent agents differ significantly from 
monolithic LLMs like GPT-4 [22], Llama [23], or Mistral [24]. 
While LLMs are knowledgeable, they generate responses 
based solely on the input they receive but lack the ability 
to initiate actions or make independent decisions. As a re-
sult, their lack of autonomy, inability to interact with exter-
nal tools, and absence of long-term memory often limit their 
ability to complete real-world audit tasks [25]. In contrast, AI 
agents can autonomously achieve audit-related goals over an 
extended period through planning, memory, and tools [26]. 
	pPlanning: AI agents break down large tasks into more 

minor, manageable subgoals using techniques like Chain of 

Thoughts, Tree of Thoughts, or LLM Planners. They engage 
in self-criticism and reflect on past actions, learn from mis-
takes, and refine future steps, thereby improving the quality 
of their outputs [28].
	pMemory: AI agents use short-term memory techniques like 

prompt engineering to adapt to new information during in-
teractions [29]. They also have long-term memory capabili-
ties that enable them to retain and recall extensive informa-
tion over time, e. g., through retrieval-augmented generation 
from external data sources [30].
	pTools: AI agents learn to call external applications for real-

time data, code execution, and access to proprietary infor-
mation sources. Tool use allows LLMs to extend beyond 
text generation and chatbot capabilities. Examples include 
HuggingGPT [31] and Toolformer [32].

Given these characteristics, AI agents excel in handling 
challenging, realistic tasks that often lack a single correct 
solution, offering real-world audit utility [33]. For internal 
auditors, leveraging AI agents can improve the efficiency, 
accuracy, and scope of their audit processes, enabling them 
to focus on higher-level analysis and decision-making.

3. ARTIFICIAL INTELLIGENCE AGENTIC AUDITING
Artificial intelligence agentic auditing defines a transforma-
tion in how tasks can be administered and executed in inter-
nal auditing. Unlike traditional AI agents [34], which assist 
auditors in isolated tasks, agentic AI systems operate auton-
omously, guided by four core capabilities: (1) perceive, (2) rea-
son, (3) act and (4) learn [35].
	pPerceive: Perception denotes the agent’s ability to observe, 

gather, and interpret information from its environment. 
This includes recognising relevant data, identifying pat-
terns, and contextualising inputs across modalities such as 
text, numbers, or sensor signals. Adequate perception capa-
bilities enable the agent to maintain an up-to-date and accu-
rate understanding of its operating context.
	pReason: Reasoning refers to the agent’s capacity to process 

information, form judgements, and make decisions based on 
logic or probabilistic inference. It involves drawing conclu-
sions, identifying relationships, and prioritising actions to 
achieve goals. Strong reasoning allows the agent to operate 
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Figure 1: CONVENTIONAL SOFTWARE AGENT GOVERNED BY A SOFTWARE PROGRAM VS. ARTIFI-
CIAL INTELLIGENCE AGENT GOVERNED BY A LARGE LANGUAGE MODEL [27]
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coherently, even in the presence of uncertainty or incomplete 
information.
	pAct: Action denotes the agent’s ability to interact with its 

environment through purposeful operations. This may in-
volve triggering workflows, manipulating digital tools, or 
communicating outputs to other systems or agents. By act-
ing autonomously, the agent can execute plans and influ-
ence its surroundings to achieve single or multiple prede-
fined objectives.
	pLearn: Learning refers to the agent’s ability to improve per-

formance over time by incorporating feedback and updat-
ing its internal models. This can involve refining parame-
ters, adapting strategies, or generalising based on experience 
gained in new situations. Learning makes the agent more 
effective, resilient, and aligned with its goals in dynamic 
environments.

These principles provide a foundation for integrating agen-
tic workflows across the phases of the internal audit life 
cycle [36].

3.1 Embedding AI Agents in Internal Auditing. The In-
stitute of Internal Auditors (IIA) defines internal auditing 
as “an independent, objective assurance activity designed 
to add value and improve an organisation’s operations.” [37] 
Internal auditing systematically evaluates an organisa-
tion’s risk management, control, and governance processes 

to ensure compliance with established standards. Accord-
ing to the IIA’s Global Internal Audit Standards (GIAS), au-
dits follow a structured process consisting of the phases: 
engagement planning, engagement work and engagement 
communication. 

The subsequent example illustrates how agentic AI can be 
embedded in anti-money laundering (AML) audits at a finan-
cial institution, across the phases of the audit lifecycle, as 
depicted in Figure 3.

3.1.1 Engagement Planning. According to IIA Principle 13 [38], 
effective engagement planning should be risk-focused, sys-
tematic, and aligned with organisational objectives. The 
planning process begins with understanding the rationale 
for including the engagement in the audit plan and collect-
ing relevant information about the organisation and the area 
under review. Throughout the planning phase, internal au-
ditors assess applicable risks, define the engagement’s objec-
tives and scope, identify key controls, and determine the 
resources required. In an AML audit, an AI agent applies its 
(1) perceive, (2) reason, (3) act and (4) learn capabilities to sup-
port and streamline the planning process.
	pPerceive: The AI agent gathers internal data such as AML 

risk assessments, past audit reports and incidents, control 
inventory and performance data, customer lists, and trans-
action records. It also collects external information, such as 
regulatory guidance, typologies, and industry benchmarks, 

Figure 2: CONCEPTUAL ARCHITECTURE AND CORE FUNCTIONS OF AN AI AGENT
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through web scraping and API connectors to build a compre-
hensive understanding of the risk landscape.
	pReason: Based on this input, the agent detects and contex-

tualises risk indicators, including spikes in high-value trans-
actions, the presence of politically exposed persons (PEPs), 
low suspicious transaction report (STR) rates in high-risk 
branches, control gaps, and new AML regulations. It ranks 
these risks using decision-making algorithms and adap-
tive models in order to recommend audit priorities that are 
aligned with risk-based plans.
	pAct: Using its analysis, the agent drafts a planning memo-

randum in which it proposes the audit objectives, scope, and 
procedures. For example, it may recommend control testing 
in high-risk branches with low STR activity, assess the KYC 
file review process for hidden connections, or evaluate the 
institution’s ability to adapt to new AML regulations by re-
viewing policies, procedures, and control updates.
	pLearn: After the engagement, the AI agent incorporates 

feedback from the audit team and fieldwork outcomes. It re-
fines its internal models to improve risk identification and 
scope definition in future planning phases. Over time, this 
feedback loop ensures that the agent becomes increasingly 
aligned with the financial institution’s evolving risk land-
scape and the professional judgment of its internal auditors.

These capabilities enable the AI agent to function as an intel-
ligent planner. The phase results in an audit work program 
that outlines the procedures to be performed and serves as a 
roadmap for executing the audit.

3.1.2 Engagement Work. According to IIA Principle 14 [39], en-
gagement work involves gathering and analysing evidence 
to support audit findings and conclusions. Auditors imple-
ment the work program by collecting information, perform-
ing evaluations, and documenting results. In the fieldwork 
phase, internal auditors assess the causes, effects, and signifi-
cance of findings and may collaborate with management on 
appropriate actions. In the AML audit example, an AI agent 
applies its capabilities throughout the evidence-gathering 
and evaluation process.
	pPerceive: The AI agent automates data collection from inter-

nal sources such as transactions, CDD/KYC files, system logs, 
internal policies, control executions, and interviews, and in-
tegrates external data like PEP or sanction lists. Throughout 
the audit, it uses natural language processing and data pars-
ing tools to retrieve structured and unstructured data rele-
vant to the audit scope.
	pReason: The AI agent applies anomaly detection and clus-

tering techniques to analyse transactional data for the pur-
pose of highlighting suspicious activities, such as rapid fund 
transfers or inconsistencies with customer profiles. It also 
reviews KYC files to identify missing documents, outdated 
information, or textual indicators of elevated risk to ensure 
the operating effectiveness of controls.
	pAct: The agent compiles structured draft observations, vis-

ualises key indicators, and documents its decision-making 
logic. Draft findings are shared in dashboards or working 
papers. Once the auditor reviews these findings, the agent 
may autonomously send fact-checking queries to the auditee 

Figure 3: AGENTIC AI IN AML AUDITS: CORE CAPABILITIES ALIGNED WITH IIA GIAS 
PRINCIPLES 13–15
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and continue drafting reports on a wide range of issues that 
include risk ratings, potential root causes, and initial recom-
mendations.
	pLearn: As auditors review findings and flag false positives 

or provide context, the agent adapts its detection models to 
improve future performance. This feedback loop helps to re-
duce noise, to increase relevance, and aligns the agent’s out-
puts closely with auditors’ professional judgment and organ-
isational expectations.

These capabilities enable the AI agent to function as an in-
telligent investigator. The phase results in a risk-aligned evi-
dence base that supports the auditor’s judgment and lays the 
groundwork for reporting and follow-up.

3.1.3 Engagement Communication. According to IIA Princi-
ple 15 [40], internal auditors are responsible for issuing a final 
communication upon completing the engagement and com-
municating the results to management. This communica-
tion includes the audit’s objectives, scope, findings, conclu-
sions, and recommendations or action plans, where applica-
ble. The reporting phase ensures transparency, facilitates 
decision-making, and supports the organisation’s accounta-
bility. In the AML audit example, an AI agent applies its ca-
pabilities to support the reporting process:
	pPerceive: The AI agent consolidates inputs from the audit’s 

fieldwork, including control deficiencies, risk ratings, and 
root cause analyses. It gathers observation metadata – such 
as the affected business unit, associated AML control gaps, 
and severity scores – to ensure all reportable elements are 
included in the final draft.
	pReason: The agent synthesises these inputs into structured 

findings and aligns them with AML regulatory expecta-
tions and internal audit frameworks. For example, it uses 
coherent themes to group related observations, such as sys-
temic KYC file deficiencies or repeated STR underreporting 
in specific branches, thereby linking them to underlying risk 
categories.

	pAct: Using LLMs and predefined reporting templates, the 
agent drafts a report that includes an executive summary, 
detailed observations, and risk-graded recommendations. 
It selects and integrates tailored visualisations to reinforce 
key messages. A standards-aligned checklist validates the re-
port’s completeness and compliance with IIA requirements 
before it is reviewed by an auditor.
	pLearn: As auditors revise the content, tone, or structure, the 

agent records feedback to improve the next reporting cycle. 
For instance, if a visual is replaced due to audience misalign-
ment or a summary section is reworded for clarity, the agent 
adapts its logic to comply with internal style and stakeholder 
preferences. It also references past AML audit reports to 
maintain reporting continuity across time.

These capabilities enable the AI agent to function as an in-
telligent author. The phase results in consistent, standards-
compliant audit reports that strengthen communication 
and support follow-up actions. 

3.2 Practical Case Study: Audit the Know your Customer 
Process. The following case study explores how internal au-
diting can leverage agentic AI systems to evaluate the effec-
tiveness of controls in the Know your customer (KYC) pro-
cess. While the underlying tasks are typically carried out by 
client onboarding (first line) or compliance (second line) func-
tions, the audit tests the reliability and execution quality of 
these controls. A reference implementation of the described 
agentic workflow is open-sourced and publicly available on 
GitHub [41], along with usage instructions and sample data.

By deploying a team of specialised AI agents, internal au-
ditors can simulate traditional AML audit roles, where each 
agent focuses on a specific process step or dataset [43]. The 
three specialised AI agents employed in the operating effec-
tiveness testing of the KYC file review process assumed the 
following roles:
1.	 Auditor Agent: This agent analysed a comprehensive KYC 
file, extracting all individuals and entities and identifying 

Figure 4: OVERVIEW OF THE AGENTIC AUDIT WORKFLOW INVOLVING THREE COLLABORATING 
AI AGENTS FOR CONTROL TESTING IN THE KNOW YOUR CUSTOMER (KYC) PROCESS [42]
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their roles or relationships. This ensured that complex client 
structures were distilled into a structured data format that 
could be effectively used for further screening.
2.	IT Auditor Agent: Using the extracted information provided 
by the Auditor, this agent formulated and executed queries 
against a PEP database using fuzzy matching techniques. 
This step ensured precise and practical risk screening fo-
cused on compliance with AML and KYC regulations.
3.	 Lead Auditor Agent: This agent created an audit report 
based on the IT auditor’s PEP screening results. Emulating 
a seasoned audit professional, this agent distilled the find-
ings into clear, actionable insights supporting risk-based 
decision-making in client onboarding.

The agents collaborate autonomously, analysing the KYC 
files, querying PEP databases, performing fuzzy matching, 
and flagging potential findings. The agentic workflow was 

established using the open-source CrewAI framework, with 
each agent building upon the output of the previous one, as 
illustrated in Figure 4. The structured interaction between 
the agents ensured a streamlined audit workflow.

Each agent was equipped with MetaIAI’s Llama 3 [44], a 
70-billion-parameter LLM. The reasoning processes of indi-
vidual agents and their inter-agent communication are con-
ducted in natural language (as shown in Figure 5) to facilitate 
human oversight. The AI agents 
1.	 extracted individuals and entities from a KYC file;
2.	conducted fuzzy matching against a PEP database, 
3.	 and generated a structured screening report. 

An excerpt of the audit report is presented in Figure 6. 
The case study demonstrates how integrated AI agents can 

perform end-to-end audit procedures to audit the effective-
ness of controls in the KYC process. 

Figure 5: INTERNAL REASONING EXCERPT FROM THE AML AUDITOR AGENT 
ON KNOW YOUR CUSTOMER (KYC) FILE EXTRACTION USING THE READ FILE TOOL
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4. CONCLUSION AND OUTLOOK
Advancements in agentic AI are reshaping internal audit-
ing, with AI agents that execute complex audit tasks auton-
omously. Recent developments by OpenAI and Microsoft 
signal a growing commitment to making AI agents more in-
teroperable through interfaces, such as the Model Context 
Protocol [45]. The recent release of OpenAI’s Agent Software 
Development Kit lowers barriers to integrating AI agents 
into audit procedures [46]. AI agents point toward a future in 
which agentic collaboration mirrors the dynamics of human 
audit teams, integrating new levels of automation in inter-
nal auditing [47]. 

In parallel, the effective integration of AI agents requires 
auditors to cultivate a technical proficiency in developing, 
managing, and applying these technologies in alignment 
with audit objectives and regulatory requirements [48]. Ad-
ditionally, interdisciplinary collaboration is essential to 
foster interactions between AI agents and human auditors 
across various domains and ensure comprehensive audit 

outcomes. Continuous learning remains a cornerstone for 
adopting innovative solutions and utilising the increasing 
capabilities.

The advancements in Agentic AI present unique control, 
oversight, and ethical challenges [49], underscoring the im-
portance of well-defined governance structures [50]. They re-
quire appropriate oversight as human auditors are critical in 
validating AI-generated insights and ensuring compliance 
with ethical principles [51]. Structured oversight, clear oper-
ational guidelines, and continuous validation mechanisms 
are essential for maintaining AI agents’ audit effectiveness 
and preserving trust. 

According to the GIAS, internal auditing strengthens or-
ganisations by improving governance, risk management, 
and control processes. As agentic AI evolves, it offers valu-
able support in executing complex audit tasks. Integrating 
agentic AI into the audit process reinforces the relevance of 
internal auditing in an increasingly digital and data-driven 
environment.� n
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