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Follow-up audit of implementation of main
recommendations

Federal Office of Information Technology, Systems and Telecommunication

Federal Chancellery — Digital Transformation and ICT Steering Sector (DTI)

KEY FACTS

The Swiss Federal Audit Office (SFAO) conducted a follow-up audit at the Federal Office of Information Tech-
nology, Systems and Telecommunication (FOITT) and the Digital Transformation and ICT Steering Sector (DTI)
on the implementation of key recommendations issued between 2016 and 2022%.

This audit examined the implementation of twelve recommendations. Nine have been fully implemented. They
relate to digital governance, the federal architecture, operation security and resilience, consideration of the
user perspective, and risk mitigation and management. One recommendation is still in the process of being
implemented. It is directed at the FOITT and relates to the strengthening of security measures for operations
support systems (OSS). Two recommendations are obsolete: one on external auditing of the public key infra-
structure (PKI) at the FOITT, and one on enterprise architecture in the hardware management of IT in the DTI
Sector.

Strengthening digital governance, security and risk management

The FOITT has strengthened several key areas of operational security and resilience. Vulnerability management
is now structured and documented, and is based on active governance involving cyber champions and the
security operations team. The redesign of the risk management system has been completed, ensuring coherent
supervision across the organisation. An offline backup solution combined with a mechanism for detecting ran-
somware has been put in place, improving the protection of critical data.

The DTI Sector has consolidated the governance of the federal digital architecture. As regards administrative
portals, a common target architecture has been defined and a permanent working group is coordinating de-
velopments. Standardisation is progressing, thanks to the harmonised classification of services, the identifica-
tion of reusable modules and the development of overarching services such as federal identity and access
management. Consideration of the user perspective is progressing, thanks to the distribution of common
methods and forums for exchange. However, there is still a need to clearly define the concept of "customer"
by mapping stakeholders and integrating citizen perspectives into current and future initiatives. In light of these
new aspects, a recommendation tailored to current challenges has been formulated. Interface governance and
the inclusion of machine-to-machine communication have been integrated into the federal architecture, im-
proving interoperability. Moreover, the risk mitigation measures for the data communication standard service
(SD-DAKO) have been documented and implemented in a structured way.

Points still requiring compliance measures

The external review of the new PKI infrastructure has yet to be carried out by the FOITT, as has the evaluation
of security-related operating processes. The original recommendation is regarded as obsolete following a
change in circumstances, but its aim remains relevant. The review should be launched after the minimal viable
product (MVP) has been finalised and the detailed architecture has been defined. The federal requirements on
passwords in the OSS are now respected and the introduction of two-factor authentication is being prepared
and implemented.
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https://www.efk.admin.ch/en/audit/implementation-of-the-it-architecture-and-portfolio-management-federal-it-steering-unit/
https://www.efk.admin.ch/en/audit/prufung-von-entwicklung-und-betrieb-der-public-key-infrastructure/
https://www.efk.admin.ch/en/audit/potential-synergies-in-federal-it-portals-federal-chancellery-dti/
https://www.efk.admin.ch/en/audit/sicherheit-und-betrieb-der-netzwerke/
https://www.efk.admin.ch/en/audit/risk-and-pending-item-management-federal-office-of-information-technology-systems-and-telecommunication/
https://www.efk.admin.ch/en/audit/measures-taken-during-system-failures-in-specialist-applications/

In the DTI Sector, the enterprise architecture is also progressing, thanks to the 2050 architecture vision, but its
concretisation should be pursued further by using more operational architectures. The coordination between
the different internal service providers, particularly in the area of architectures, is still patchy and is restricting
overall alignment. The original recommendation is regarded as obsolete, since it covered a situation in which
the integration between architecture, planning and IT steering was still in its infancy. As the situation has
changed, it is now necessary to issue a new recommendation focused around the current challenges, in order
to steer more precisely the work to be done.
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