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AUDIT  

Audit of the identity and access management system eIAM 

Federal Chancellery – Digital Transformation and ICT Steering Sector 

KEY FACTS  

The eIAM (electronic identity and access management) solution provided by the Federal Office of Information 

Technology, Systems and Telecommunication (FOITT) is the central authentication platform for the entire Swiss 

Federal Administration. It is used to manage digital identities and access rights across all connected web appli-

cations and services and is intended to ensure a secure, efficient and centralised authentication system for the 

federal authorities. 

As at September 2024, some 100,000 users use the eIAM solution every day to access over 800 applications, 

with around 250,000 logins processed daily. The annual operating and development costs for eIAM are around 

CHF 20 million. 

Management of the standard service is well structured for meeting objectives, and enables tasks to be imple-

mented effectively. The risks associated with dependence on the key supplier have been addressed and are 

being monitored. Operations are stable, processes are established and the security documents are continu-

ously updated. In addition, considerable progress has been made on virtualisation and multi-instance manage-

ment since the previous audit in 20184. 

However, there is room for improvement in terms of measures to mitigate the risks associated with reliance 

on eIAM. 

Failover testing should be expanded  

The FOITT has a georedundant set-up for eIAM at two data centres. The first failover test, in which the eIAM 

core was switched from the Primus to the Campus data centre, was successful. However, it also highlighted 

various problems. Lessons were learnt from the exercise to improve operations, particularly with regard to the 

immediate availability of teams and the automation of processes. Further technical challenges must be re-

solved before another full failover test can be conducted. 

In September 2024, the FOITT decided that a failover test of eIAM's core components would be performed on 

the reference environment with each release. However, these tests exclude important components. Testing 

these components would in turn require the involvement of additional application teams. The deliberate ex-

clusion of the components from the tests carries a risk, as they play a key role in the eIAM system's authenti-

cation and access control structure. A failure or misconfiguration could have a serious impact on access to 

critical applications. These components should therefore also be included in the tests.  

Lack of operational solutions in the event of data centre failure 

The FOITT has drawn up emergency and restart plans for the data centres in which eIAM is operated. The eIAM 

restart plan is managed by the FOITT under the direction of Business Continuity Management (BCM) and is 

part of the FOITT's service continuity programme. The FOITT has formalised an eIAM restart document, which 

is currently undergoing internal validation and initially applies only to the Primus data centre in Bern.  

The switchover to the Campus data centre is also documented and is being led by BCM. However, at the time 

of the audit, there were no concrete plans for a possible failure of both data centres.  

 

4  Audit of the management and operation of the "identity and access management" standard service (audit mandate 18502). 
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AGOV will be the first major use case to utilise e-ID as an additional means of identity verification for accessing 

government applications. This will further expand the key role of eIAM/AGOV in identity management for the 

federal government and the Swiss authorities. 

 


